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Abstract

This research project explored privacy concerns in fully online learning environamehtieveloped an

el ectronic performance support system (EPSS) <call
Teachers Navigate Chall engi nTheprogect was dinecded fytwow . pr i v a
major questionsl) What do teachers neéal be aware of and teach their students to keep them safe in the

online world?2) What do parents need to be made aware of and understand when giving informed

consent for their child (a minor) to participate in fully online courses? The learning managgstem,

Canvas was explored, as well as other Web 2.0 tools that are able to be easily integrated into the online
classroom and utilized by studentgith this project documents were created and an EP®@® Privacy

Compass (www.privacycompass.ocagsestablished tallow all teachers access to these resources for

use in their classrooniswith their students and the pargguardians.

Vi
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Chapter 1

Introduction

While the expansion of learning management systems (LMSs) and Web 2.0 tools is ever
growing, many K12 teachers are unaware of wheresthtools and LMSs store their information
and the ways in which this information is accessed or transferred. The types of data entered or
shared on these tools, as well as the methods of storage and access can present student privacy
risks and vulnerabiiies. In British Columbia (BC), Canada, teachers using these tools can be
legally responsible for reasonably managing these risks and vulnerabilities. Under British
Columbian law, the responsibilities of public school teachers are governedfrgdumm of
Information and Protection of Privacy AGtIPPA,RSBC1996 C-165 while teachers in
independent schools are governed byRbesonal Information Protection A®IPA, SBC2003
C-63).

For teachers in British Columbia independent schools, faesa's raise significant
questions. Thisvork will concern itself with &ey questions:

1 What student privacy issues, if any, must teachers in BC independent schools manage
when using online learning environments and Web 2.0 tools?

1 What type of electroniperformance support system (EPSS) might be built to help
teachers in a British Columbian independent school use learning management systems
and Web 2.0 tools in accordance with Bretection of Information and Privacy Act
(PIPA,SBC2003 C-63)?

1 What doteachers need to be aware of when looking at existing legislation and making
decisions about using Web 2.0 tools and Learning Management Systems with their

students?
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1 What implications, if any, do teacher awareness and existing legislation have for
managinghe privacy of BC students in independerlKschools in regard to the
Protection of Information Privacy A¢PIPA,SBC 2003 C-63)?

The focus of this work will be to look at what privacy and legislative concerns teachers
need to be aware of when movilngm a completely paper based brakdmortar classroom to
a completely online distance learning classroom. Teachers are responsible for teaching their
students (and themselves) about the online world and priming their students for a safe journey
throughit 1 as well as giving parents and guardians all of the relevant information when
obtaining consent for online learning. Parents and guardians need to be aware of the fact that
consent is more than just signing a name on a piece of; papgishould be se that they know

to what they are consenting and the implications.

LMSs

Most online learning environments that teachers are using are LMSs with Web 2.0 tools
via embedded websites and applications. An LMS is the infrastructure that delivers and manages
instructional content, identifies and assesses individual and organizational learning or training
goals, tracks the progress towards meeting those goals, and collects and presents data for
supervising the learning process of organization as a whole (SzlesBer, 2002). An LMS
delivers content but also handles course registration, course administration, skills gap analysis,

tracking, and reporting (Gilhooly, 2001).
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Web 2.0

A simple definitionoWe b 2. 0 i s t h &(WelRe0aeathivg Tiodlse We b
2009).0riginally, the Internet was a place to locate informatiorainly a "Read Only Web"
(Web 2.0 Teaching Tools, 2009) As the Internet slowly changed, web sites were developed that
let people write, collaborate, and shar®infation, such as Wikipedia and Facebook. (Web 2.0
Teaching Tools, 2009). A chart outlining the differences between Web 1.0, 2.0 and 3.0 can be
found inAppendix A

There are a lot of fears around using social media tools with our students but many
teaches are unaware that there are privacy concerns with many Web 2.0 tools. This statement is
not to scare teachers and parents/guardians away from using these tools with their students, but
rather to inform them that there are items that they should be afvarbedp keep the students
as safe as possible. Technology is a very useful tool to have and a great way that teachers can
reach a vast majority of learners with different learnitest butit has to be used judiciously.
This is why | have selected my topMeeting BC Teacher Needs: A Tool to Support Web 2.0 &
LMS Integration with Respect to Privacy. A significant portion of this project was committed to
the developmenteofi T h e P r ipasa onWelC20mools: Helping Teachers Navigate
Chal | engi,apracfica resoarée supportt e ac her s 6 Web2@®&LM&t i on of

with respect to privacy.

Research Focus and Intent
| am currently working as a teacher in a independeb2 Kigance learning school in
British Columbia Canada. When thinking about project possibilities, | noticed that many of my

colleagues were unaware of the privacy concerns associated with using Web 2.0 and LMSs with
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their students. Although none of my colleagicurrently use a fully online learning
environment, the hope of our school is to slowly start moving in that direction. This process will
take time and it starts with small changes. An example of a small change can be demonstrated as
teachers in our priary school switclirom a library book and reading log system to an online
resource such as Reading Edusp;//readingeggs.com/a paid service and app) where the
studentsd6 readi ng pr oberaecsssed bydothtthe teackeeahdtioen | i n e
parent/guardian of the student. When teachers decide to use a Web 2.0 tool or a LMS they need
to be aware of some key privacy and safety points so they are able to accurately relay them to the
families that will be sing the tools. These key points form the basis on which families decide to
give or withhold conserfor student participatianThree of the biggest points that need to be
addressed in British Columbia before any informed consent can be reasonably cavesr eyt
or guardian are:

1 the data storage and location of the LMS or Web 2.0 server,

1 the privacy policies that govern the server,

1 the nature of student use as envisioned by the teacher.

The location of the seer for Web 2.0 tools and LMSs\ery impatant since most are
housed where they were developed. Many of these tools have been developed outside of Canada
and their servers are also outside Can&kcause they are external to Canada, they are not
covered under the same legislation as techndb@ggd on Canadian servers. As stated already,
Canada has two sets of regulations that govern personal privacy, the firdtigatdem of
Information and Personal Privacy A&IPPA,RSBC1996 C-165) and the second is the
Protection of Information PrivgcAct (PIPA,SBC 2003 C-63). The main difference between

the two is thaFIPPA(RSBC 1996, €165)concerns public sectorgicluding public schoalin
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British Columbia while PIPA (SBC 2003 C-63) concerns private sectdrsaand in the case of
my master 6s wor k, Whemudirg poelsrathceleaningsmarragemenssystems
that are not based on Canadian servers, but instead specifically based in the United States, we
become subject to tHéSA Patriot Act(2011). TheUSA Patriot Act(2011) allows the United
Stategyovernment to access any cloud based content on servers located in the United States,
including personally identifying information
Beyond relevant legislation, when using LMSs or Web 2.0 tools, teachers must also
concern themselves with an online tool's specific terms of service and privacy policy, as well as
any school level policies as these affect how student/user informasitiresl, accessed and
used. An important consideration for teachers, especially when using one tool for multiple years
is to make sure to recheck the privacy policy and terms of service for the tool periodically (at
least every 6 months) as many companpate these and some do not inform their users of the
changes. If a teacher sees too great of a change in these policies, he or she will be required to
make a decision about regaining parent or guardian consent or choosing a different tool with
similar ca@bilities, as the previously obtained informed consent for the tool could be invalid.
School policies may be similar from school to school but are rarely identical. Unlike
public schools where distrigtide policies can provide continuity across a varatgchools,
independent schools are not part of a particular school district. Independent schools, more so
than public schools, are likely to have differences in their policies from one school to the next.
Like the terms of service and privacy policiesnfra company or website, school policies should
grow and change as the years ge-égpecially as technology is becoming a bigger part of life
and learning. Policy changes will occur and should be communicated to the teachers. Once

teachers are aware othange, they will have to make sure that their practices are keeping
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within the updated requirements. In the same thiaya change in a company policy may be so
great that consent previously given is invalid, changes in school policies maytatfeetue of
theinformed consent obtained by teachers. In light of any pah@nges, it will be the teaclsér
responsibility to review previously obtained consent to ensure it is still valid.
The nature of intended student use of tools is anoth@oriiant fator of which
parentsand guardians need to be made aware and of which teachers need to have a firm
understanding. If teachers are not fully sure of why they want to use a certain tool, then the tool
will not be used to the greatest potential for helpimgstudents achieve their goals. Clear
teacheexpectations about the tools, activities to be conducted on them, data to be posted, and
associated concermas well as how they will be manageeed to be statdaly the teacher from
the start. This informatioshould becommunicatd tothe parent/guardiato establish his/her
firm understandinglt is only with a clear understanding that parents and guardians are able to
give informed consent for their child to use the tool and partake in the activities tesbogdth
it. The goal of my project is to provide a support tool for teachers that will:
T support assessing the privacy risks associated with an LMS or Web 2.0 tool under the
current BC legal framework ¢flIPPA(RBSC1996 C-165 & PIPA(SBC2003 C-63);
1 allow for both teachers and parents/guardians to have a user friendly database to obtain
information in a easy to understand format;
1 be as current as possible with moderated content posted on a regular basis;omiitna
review mechanism for accuracy acredibility;
1 be a place for others to comment, add to and create their own documentation for LMSs

and tools which will be reviewed before being posted for others to use.

Quist



A Tool to Support Web 2.0 & LM$itegration with Respect to Privacy

Project Site

The project proposes to create a website which will inghatent/guardian background
information documents, teacher briefing documents and consent forms for each of the Web 2.0
tools that are used by the teachers in my school as well as the LMS Canvas by Instructure.
Canvas will be the initial LMS tool supporteg the project as it is the LMS our school is
currently using and it allows for a vast amount of Web 2.0 tools and apps to be embedded in it.
Some of the apps that can be embedded into Canvas are TeacherTube, Khan Academy, Twitter,
and many others (a fuist can be seen in AppendiX.Brhe project will compile a list of all
tools and websites that are used by my colleaguesy independent schoahd establish a
website of information that can be used by them and shared with others for use in many
independent (and public) schools in British Columbia and beyond. The reason | would like to
include my col | ethigpoopdié betsetbelywoulthgoe nceea €hance to

target my initial efforts toward what is most relevant to myself, my colleagues and my school.

Project Site as EPSS

This project site will function as an electronic performance support system for teachers.
An ElectronicPerformance Support System is, according to Barry Raybould (1992), "a
computerbased system that improves worker productivity by providinthefob access to
integrated information, advice, and learning experiences". With the EPSS that | am striving to
create, | will have editable information sheets and templates that could be used with teachers, as
well as parents and guardians. The teacher documents explain relevant privacy information and
outlinepotentialand risks. This would encourage the teacheiztaware of the relevant privacy

concerns under BC legislation, the usefulrddbeir tools of choice and how to articulate these
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to the families with whom they would be workingh e t eacher és t ool cont ex
activities content of the EPSS wiiticlude a classification of whether the tool is a public tool or a
restricted access tool. A public tool would allow users to post and access content shared with

anyone in the world including people whom they have never met. A restricted access tool would

allow the teacher and/or user to define who can post and access content. (See Figure 1: Sharing

circles).

Whatis postedis only viewed by the
student who posted itand those
who are specifically given access in
consultation with the teacher.

What s posted by the studentis
accessible to others within the same
restricted areawho are specifically
given access.

What s posted is visible to the
entire online world. There is no
controloverwho sees whatthe
student posted and what others
may do with it.

Public Resources

Created by: Breanne Quist

Figure 1: Sharing circles: A classification framework for online tools. This graphic demonstrates

the different levels of risk exposure when usikigb 2.0 tools.

Many teachers will pick a tool or website that other teachers will recommend to them
without looking critically at it themselves. | believe that this EPSS would encourage

opportunities for critical reflection on the nature and risks ofipéools. Teachers would be
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able to access the documents, edit them to make them specifically work for their intentions and
then send to the parents and guardiartkaf students. The EPSS will alsontain editable

consent forms as well &mckgroundnformation about the risks and benefits of using the Web
2.0 tool for the parents/guardians.

The parent/guardian and teacher background information documents will quertianent
information to review before usirigor giving consent to ugetools and websites. The
documents will include three pieces for the parents and guardians to consider:

1 the tool overview an explanation of what the tool does, rationale for using it, and sample
activities

T the tool ds privacyopaslidey adoi onsr man ofespercy
policies or BC legislations

1 aform to obtain informed consent from a parent/guardian for each student to use the tool

or website.

The tool content would include a general description of the tool and the gradeaadges
subjects for which it may be considered appropriate. So that learning opportunities are not
missed, the document would also include lesson ideas and adaptations for students whose
parents/guardians choose not to give consent.

The privacy policy compdince piece will relate each concern back to BC legislation
considerationsFor the purposes of this project, my intention is that the initial privacy policy
content will be tailored to the policies of my school. Since each independent school has its own
policies, privacy policy compliance needs will vary from school to school. It is likely that
privacy policy support content may need to be tweaked when being accessed by someone at a

different school. The privacy policy compliance piece in the parent/guaddicumentation will
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give parents/guardiarisformation about why a tool was chosen, what concerns there may be for

consideration before giving consent, and suggestions for how to stay safe when using the

resource. At this time, my school is in the pracetupdating its privacy policy and | will be

supporting the school 6s efforts while compl et
Finally, the consent form will clearly outline expectations and guidelines for the tool or

website that is being used. For example, the consentidigive a quick overview about

suggestions for choosing user names (if applicable), a quick reminder about why the tool is being

used,and a list of guidelinefor responsible and safe tool use. This form will be about two pages

long to allow for the eplanation and guidelines to be on one sheet and the consent to be on a

separate sheet. The form will be designed to allow parents and guardians to retain a copy of the

expectations to refer to whenever necessary.

Further Considerations

As statel previously, one of the purposes of the EPSS is to allow sharing with and
adaptations by other teachers from any school or district. As much as it would be nice to have
everything line up perfectly when using the forms with many different teachersidbeswill
be used for a variety of reasons in many different grades, in many different ways, and therefore it
will be necessary for each teacher to adapt the documentation to fit his or her specific situation.
The EPSS will provide a great head starttfer general teacher and for maityshould require
only a small amount of editing prior to use. The forms and content in the initial EPSS will
conform to my specific school ®PA(PBCROOREEE) pol i c

(as we are a8 independent school) and therefore, there may be additional changes that are

10
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required when used with students and classrooms in a public school govefB?PBYRSBC

1996 C-169.

Chapter 2

Literature Review

Before designing a support tool for teachter address privacy concerns and
considerations in an independent school in British Columbia, it is important to understand the
issues and research regarding privacy. For the purposes of this project, | am giving special
consideration to independent schtsachers moving from a completely paper based tanak
mortar classroom to a completely online distance learning classroom. In this context, there are 7
major points to consider for this shift to occur:

1) Teachers must be responsible for teaching gettents (and themselves) about the

online world and priming them for a safe journey through it;

2) Because of provincial privacy laws, BC teachers need to know where the servers for

any online tool are located and the risks which are associated witicétien of the

server,;

3) Teachers must be aware of the specific learning management&\&iiB) or Web

2.0 toob &erms of service (ToS) afat end user licence agreement (EULA);

4) The teachers must have determined specific intended uses of ther Wb @.0 tool

and data that will be entered into the LMS or tool (profile, content, etc.)

5) Teachers must be aware of which current privacy legislation in British Columbia

affects their use of LMSs and Web 2.0 tools (i.e. FIPPA, RSBC,139650r PIPA,

11
Quist



A Tool to Support Web 2.0 & LM$itegration with Respect to Privacy

SBC 2003 C-63) as the legislation impacts public and independent schools in similar but
slightly different ways;

6) Parents and guardians need to be prepared by teachers in order to provide informed
consent for using online learning technologies suamdsMS or Web 2.0 tool;

7) Independent school teachers need support in moving through the various tasks
associated with selecting and using a LMS or Web 2.0 tool in accordance with BC

legislation.

Terminology

Before moving into a discussion of what thegarch says on privacy in online learning
environments, some key terms need to be defined and understood. For this review, Web 2.0
tools, Learning Management Systems (LMSs) and cloud computing options are discussed. Web
2.0 tools refer to technology toolhich are developed to focus on user collaboration, sharing of
content and social networkirigcreating a learning community opposed to sitting in front of a
book and answering questions without any peer interaction. Some examples of Web 2.0 tools are
blogs, Facebook, wikis and a broad range of web and mobile apps.

Learning Management Systems (or LMSs) are computer applications (usually web based)
that allow the administration of a course in a fully online setting with reporting embedded within.
These allowfor students to access their learning from anywhere at any time provided they have a
computer with internet access. LMSs often allow for Web 2.0 tools (such as wikis and links to
external tools) to be embedded within them to offer a broad range of appestuSome of the

most popular LMSs that are available today are Canvas by Instructure (which will be discussed

12
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in more detail in the Learning Management System section of this chapter), Moodle, Desire to
Learn and Blackboard Learn.
Cloud computing islescribed best by Klassen (2011):
acloudbased application does not need to be d
institutional servers, and the data used by the application and inputted by the user is
housed on servers el sewhere. The applicati
it could be anywhere intheworfldhence t he t e(p.#) 6i n the cl ouc
Some examples of c¢cloud computing tools are Dr
LMSs, as long as a student has an electronic device with internet access, thelyenahl&lto

access the o6cl oudbo.

Priming Students (and Teachers) for the Online World

Students need to be aware that privacy concerns exist in both face to face and online
classrooms, and these concerns can be heightened in an online envigmeretite digital
footprints we leave behind with each interaction. In the online environment, unlike most other
environments, once something is shared or posted it can never be fully deleted; any and all
interactions online leave a permanent recd@2dtical for students learning and comnicating
online is to know whepersonal information should remain perscanad privatefi A n
organization [or teacher] must protect personal information in its custody or under its control by
making reasonable securityr@gements to prevent unauthorized access, collection, use,
di sclosure, copying, modification or disposal
43). Even with guidance and vigilant supervision from teachers and parents/guardians, not all

online interactions can be monitored to make sure that personal information is not being shared

13
Quist



A Tool to Support Web 2.0 & LM$itegration with Respect to Privacy

inappropriately by student8oth students and parents/guardians must first be informed of the

risks associated with creating work online and interacting in Bmeo@nvironment.

Personal Information and Risks

The Office of the Information and Privacy CommissiocioeBritish ColumbigOIPC
BC] (2012a) defines personal informatias follows:

information that can identify an individual (for examplpar sond6s name, home

home phone number or ID number). It also means information about an identifiable

individual (for example, physical description, educational qualificatboridood type).

(p.4)
When students enroll in a brigdhdmortar or onhe school they are required to submit personal
information to the school to complete the enrollment process. The information that is given to the
school is expected to be put in a secure place so that it can be accessed in an appropriate way
when neededlhis security is not always guaranteed. Recently some Surrey high school students
learned that human error sent their attendance records and final grades to all the grade twelve
families rather than the IintendemJuedduni cat.i
(CBC News, 2014). The British Columbia Privacy Commissioner was contacted right away and
the school sent out an email immediately asking everyone to delete the previous message (CBC
News, 2014). Unfortunately, the truth is a digital foatpdan never be fully erasedust as
there is information stored in a file cabinet about student registrations, there is also information
stored in online school records and a teacher

handled inawaytha al i gns with British Columbiads priwv

14
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As teacherst is our responsibility to inform our students and families how their
information is being stored, where it is being stored and what possible actions takgrbwith
their information (loyd, 2014; Hengstler, 2014a; Hengstler, 2014b; OIPC BC, 2012a). In the
case of students, parents/guardians need to have a firm understanding of both the potential
benefits and possible security concerns before they can make an informed decision on whether
they allow their child to use a tool and what information they allow to be shared with others. Our
responsibility as educators is to do our due diligence to ensure that the privacy of our students is
protected and that students, parents and guardiansHeakeowledge to keep it protected in the
future. Instilling a respect for a personoés
interactions within Web 2.0 tools and learning management systems is all we can do. Beyond

t hat , It respongibilityto keaprprivhte ilfarmation private (Unicef, n.d.).

Server Locations

Server locations are another significant factor when looking at privacy in education. Most
of the Web 2.0 tools and clodxhsed applications that we use areatigyed and stored on
servers. Where the information is stored makes a big difference to the level of privacy. If you
look at many of the tools commonly used, you will find the information collected is stored on
servers that are located outside of Carianstly in the United States of America. Where the
information is stored determines the national privacy laws that govern it. A quick look at
legislation shows not all countries value privacy the same way that Canada does.

There are some alternatives to server storage outside of Canada which are available.
Certain companies allow schools to purchase

servers.However, when doing so some capabilities can be lost, support is usualasézband
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the school now has to support the tool taking up valuable space on their own, likely limited,
server. Having tools with servers located in the United States as well as other countries is not
necessarily a bad thing; it just means that teacherstbave aware of where the information is
going, what information can be responsibly shared and what could potentially be done with the
information.

Knowing where your information is stored is an important step in implementing an online
learningmanagement system and it can help alleviate many problems down the road. Finding the
server information is not always an easy thing to do. Many times a website will place its server
location information in the policy part of their website but uncovetingkies a lot of effort. A
tool that aids in the identification of serve
can be downloaded onto any iOS device by visiting the link here:
https://itunes.apple.com/ca/app/deeipois/id328895000?mt38This app allows you access to
domain and server location information within a few seconds.

When using tools and learning management systems that are not based on Canadian
sewners, but instead on servers in another country, use of the software and the data it collects are
subject to the laws of the country where the server physically ressgeifically, in the case of
information on servers based in the United Statesjrifatnation is subject to theSA Patriot
Act (2001)(Canadian Internet Policy and Public Interest Clinic [CIPPIC], 2004) US¥
Patriot Act(2001) allows the United States government to access any cloud based content
located servers in the United States, including personally identifying information without the
userso6 knowl edge or c onsUSARatrigt AcBCahadiam, 2001) . P
information located in the United States was protected blithiaal Legal Assistance Treaty

[ ML AT@®&PHC1985 C-30). TheMLAT (RSC1985 C-30) between Canada and the United
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States of America protects information that is stored in Canada from the USmewtras it
requires the US government to request the information from the Canadian government who then
issues a search warrant (Canadian Law, 1985)UB#e Patriot Act(2001) allows the United
States government the rights to access any informatiordstarany US servers without needing
to notify the person or organization that they are doing so (Banks, 2012).

The Canadian Internet Policy and Public Interest Clinic [CIPPIC] (2004) has identified
the differences between tMLAT (RSC1985, G30)and theUSA Patriot Act(2001) It
concludes that Athe USA Patriot Act ,6 Charfer ena
[Canadian Charter of Rights and Freedp(@3$PPIC, 2004, 18)Section 8 of the Canadian

Charter of Rights and Freedoms states that

unreasonabl e search or seizureodo (Canadian Law

found where companies hadagor used Canadian user data or profiles stored chdssd
educational Web 2.0 tools, this risk exists and needs to be acknowledged. The fate of the
contentious American neprofit educational database, In Bloom, illustrates this point. InBloom
was creatd as an educational database which stored student information and allowed teachers
the ability to give students individualized learnivased on the collected dgtaBloom, 2013).

This service was external to the school districts who were using it aadsa&d student

information to create the individualized learning plans (InBloom, 2013). Because of the data that
was collected, many started to worry about how that personal information could be shared, and
in 2012, only 2 years after starting, the compdegided that it was facing too much criticism

and did not have enough public acceptance to make it waskno longer a functional education
service (InBloom, 2013). Though the crdswder data storage situation is complicated as

legislation in Canaddiffers greatly from that of the United States, in the case of InBloom it is
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evident that even United States student data stored on United States servers by United States

companies has raised concerns.

Learning Management Systems (LMSs)
Whenstudents use an online classroom for their learning, they have to register to allow
their teacher to see who is completing the work. Many learning management systems that
teachers use only require a minimum amount of information to be provided for emtdléme
name and a email address). This allows students to stay relatively anonymous. For the purpose of
this review, the learning management syst€anvas by Instructurganvas
http://lwww.instructure.con)/wasevaluated to see how safe personal student information would
be while using it. To be clear, there are two ways in which the Canvas learning system can be
accessed: 1) through the cloud (that is accessed remotely on servers based in another location,
andin the case of Canvas, the United States); or 2) on local servers (using a school or district
server withCanvas software and data hosted locally). As my school uses the cloud option, this
review will focus on the use of Canvasdé cloud
When a teacher registers with Canvas she is required to state her organization type, title
within the organization, the organization nam
phone number, the t each en onyasspeaifichs whichdontinkne t e a
(Il'nstructure, 2014). Canvaso6 privacy policy i
are committed to protecting the useroés privac
http://lwww.instructure.com/policies/privagypolicy-instructurg. Once a teacher has created an
online classroom, the teacher is able to invite students td jJoyrinvitation is the only way

anyone is able taccess a particular class.
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When a student receives a Canvas invitation from a teacher, the student registers using
the 6join codeb6 that was obtained through the
Along with the code and email, a studentgguired to contribute her full name, a user name and
a password. Canvas does not require students to give up any more personal information and they
are able to create an ambiguous username so they can keep their identity protected if need be.

Only the teaber has access to the email addresses of those students enrolled and through that

email list the teacher is able to distinguish the identity of each student.

Web 2.0 Tools

AWeb 2.0, a term we use al mostefeesbahrtoa day, I
large and shifting set of technological tools and to an approach to the socially and
technologically integrated use of technol ogybo
educational resource which has become increasing populaeint yexars. Light and Polin
(2010) conducted a research study and their results were imgrdhey found that overall
fithese tools show potential to transform many aspects of teaching when [Web 2.0] teachers are
thoughtful about how they use thetoasé t hey are bl ended with car e
(Light & Polin, 2010). This statement by Light & Polin (2010) implies that the teachers who
know the capabilities of a tool or how best to incorporate Web 2.0 with their students will have
the greatdssuccess. Teachers who are unaware of the full capabilities of a tool have a gap in
their knowledge and that gap can leave room for doubt, as well as security and privacy risks.
Thi s | i mits t eseatoatoissdull potentidl and by extean the students

learning potential with the tool can be similarly affected.
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Web 2.0 tools are used for a variety of reasons. For example, tools such as DropBox
(www.dropbox.comy/ allow students to uploatieir assignments to share with their teachers
instead of printing and mailing the assignment. Dropbox can be particularly useful in sharing
large files as often email accounts have size limits when emailing attachments. For example,
Gmail (www.gmail.com)a popular email service, has an attachment size limit of 25 GB and
Hotmail (www.hotmail.com) has a limit of 15 GBEDropbox (www.dropbox.comhas no file size
limit for a single file; as long as you have enough rooryaur dropbox, you can upload a file of
whatever size you choose (Dropbox, n.d.). Videos tend to be large files. Another option for
students to share videos would be to give students access to uploading videos on YouTube
(www.youtube.com). A teacher coulde these videos to check in on student progress (such as
reviewing a video of a student playing the piano or at a dance recital, etc.) and give a more
accurate mark for the assignment. Video can also be a useful tool for capturing student responses
to reading, current events, etc. Other Web 2.0 tools such as Prezi (www.prezi.com) allow
students to create and share their presentations. Prezi is a more dynamic presentation tool than
Microsoft PowerPoint. With Prezi the content is arranged on a virtual sameathe creator
defines a path through the canvas which can zoom in and out of various details. This gives a
broader option then the linear static presentation allowed by Microsoft PowerPoint, and is free
for students who do not have a presentation egipdin on their personal computer.

Light and Polin (2010) also say that educators are using Web 2.0 tools to promote new
avenues of communication among teachers, students, and the community in ways that can
strengthen the community of learners. When timglabout fully online learning environments,
creating a sense of community would be one of the biggest challenges that the teacher would

face. Online teachers usually have as many, if not more, students than wicaféase
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classroom. If the class is hdesigned for individual asynchronous learntérese teachers need

to figure out a way to have the students connect as a learning community. When incorporating
Web 2.0 tools into an online classroom, we are opening our students up to the world of self
expression and giving them a voiaee just need to make sure they are doing it in a way that

reasonably manages their privacy in developmentally appropriate ways.

Legislation: PIPA, FIPPA & the US Patriot Act

There are two different acts that are associated with the privacy protection legislation in
British Columbia. Your personal information in certain circumstances will be covered under one
of the acts but not both at the same time. As a simplified explangt®A (SBC2003 C-63) is
the Personal Information Protection Act which in the area of education is associated with
independent schools. In the wider scdpA (SBC 2003 C-63) outlines the protection of
privacy rules for an individual person, but@kmn unincorporated association, a trade union, a
trust or a not for profit organization (BC Law, 2014BPPA(RSBC 1996 C-165), on the other
hand, is the Freedom of Information and Protection of Privacy Act which in the area of education
governs publischools but more widely includes a ministry of the government of British
Columbia, a local public body, an agency, board, commission, corporation, or office (BC Law,
2014a).

In the context of this revievRIPA (SBC 2003 C-63) will be looked amore critically to
provide an overall picture of independent school expectations when dealing with student privacy.
PIPA (SBC 2003 C-63) describes rules for private organizations when dealing with personal
information. Two of the major aspects of legisleon ar e t hat: fAan organi z

the personal information under its control, including personal information that is not in the
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custody of the organizationod and that HAan org
to the colletion, use or disclosure of personal information beyond what is necessary to provide
t he pr oducRIPAGBC26808 €-68). This agair( goes back to the teacher and the
parent/guardian knowing what information is required and more importantly, avtayc
information is requiredor educational activities

Parental/guardian and student consent for educational activities needs to be informed. In
the case of an online learning environment this means the school or teacher must disclose the
purpose for ollecting the information before gaining consent and granting LMS access for
students to complete work. For example, if a teacher wishes to use the LMS Canvas with her
students, she must inform both the student and parent/guardian (if their child is araige)
that the information required is for the purpose of setting up an account to be able to access the
classroom and what type of information is required. The teacher also needs to be aware of who is
being taught in the online classroom so that yozmlgiren are not placed in the same online
classroom area as adults without specific permission. We as teachers and parents/guardians need
to take all appropriate measures to make sure that we keep our students safe, whether they are
young children or teeagers.When appropriate, as in the case of Canvas, the parent or guardian
consent needs to indicate that the servers for the classroom data are located outside of Canada.
The parent or guardian must be informed thatiB& Patriot Act(2001) may entitlé¢he US
government to search through student profile data and work that is posted online (BC Law,
2003) . It would be the teacherds job in this
necessary to complete an educational activity, with whom ibeashared, and to weigh the risks
of storing that data on a US server. For example, inputting data for a family tree assignment

complete with relatives (grandparents, parents, siblings, etc) full names with birthdates and
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locations of births can preseatf mor e ri sk than writing a repor
activities, including such information as what position they play, when they started to play the

sport and why they enjoy it. Once the teacher is aware of the personal data requiraed, and h

gained consent for the specific activitfhe teacher needs to ensure that the personal information
shared on the system stays within the prescribed bounds agreed to in the consent form. Under the
Electronic Transacti@Act (SBC 2001 C-10), the conset form could be submitted through

traditional mail as a printed copy, or electronic means such as through fax or an email service

located on Canadian servers.

Whilen The Freedom of I nformation and Protect.i
Personalnformation Protection Act (PIPA) for independent organizations] mandates that no
personally identifying information of British Columbians can be collected without their
knowledge and consent, and that such information not be used for anything othbethan t
purpose for whichitwasorigml | 'y col | ect e theéUSA Ratriat Ac§26001), 201 1) ,
varies greatly fronPIPA (SBC 2003 C-63) andFIPPA(RSBC 1996 C-165). The critical
difference is that th&)S Patriot Act(2001) allows the United States govelemnhto seech any
information stored on Bnited States server at any time without giving notice to the individuals
whose data is searched.

A firm understandin@f PIPA (SBC 2003 C-63), FIPPA(RSBC 1996 C-165) and the
USA Patriot Act(2001) needs to ba iplace for all teachers when using learning management
systems. This understanding is needed so teachers do not create assignments that have personally
identifiable markers that can put people at unnecessary risk, such as a genealogy project. By

restrictng personal information used on the learning management system, a search of the course
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(if ever completed) would only show basic information such as completion dates for projects,
assignments and grades given.

It should also be mentioned thatkarganization or school dealing with personal
information is required to have a designated staff member responsible for ensuring that the
information remains secure. This person, in theory, would know the most about the privacy laws
and the protocol toollow should an incident occur where the privacy of an individual were
breached. Teachers must also be aware that if at any time, after giving consent, someone wishes
to withdraw it, they may do so at any time and the organization is required to inform the
individual of the likely consequences of withdrawing his or her cons¢R#&( SBC2003 C-

63). When using Canvas, a withdrawal of consent for using the limited personal information
needed (email address and name) would result in an immediate withch@awahé course as it
would prevent the student from logging in without an email address. However, the student could

use a false name without having to be removed from the course.

What Parents and Guardians Need to Know
In the past few years, mg education opportunities have shifted to an online learning
environment and technolodased platforms. As we continue to learn more about the

capabilities of computer programs and apps, the online classroom will continue to have a larger

presenceinasudent sé6 | earning every year. Maeroff (.
Al devel opments] in online |l earning in just a
this is a sea of change, not osonlinaadtiviteg, p. 2) . A

whether using Web 2.0 tools or LMSs is something that needs to be in place before any online

education occurs. This consent not only covers the school and teachers in situations where legal
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action may be taken but also ensures thatamilies understand the major benefit and risk

factors to consider when using online tools and resources, including the risks presented by any

server locations which are outside of Canada.

Clear expectations for participating in the online classroonsioguhe online resources

should be set out by the teacher in a way that is easy for the students to understand. Also any

guestions from the parents or guardians should be addressed before consent is given. Kerr,

Barrigar, Brurkell, and Black, (2006) stdtet:

Although data protection laws around the globe generally require consent prior to the
collection, use, or disclosure of most personal information, it is our contention that
privacy laws based drair Information Practice Principl€sIPPs) must banderstood as

setting higher thresholds for obtaining consent than would otherwise be afforded. (p.7)

The best explanation of FIPPs found was published by the National Strategy for Trusted

Identities in Cyberspace (n.d.), the author states:

Quist

In brief, the Rir Information Practice Principles are:

Transparency:Organizations should be transparent and notify individuals regarding
collection, use, dissemination, and maintenance of personally identifiable information
(PII).

Individual Participation Organizatios should involve the individual in the process of
using PIl and, to the extent practicable, seek individual consent for the collection, use,
dissemination, and maintenance of PII. Organizations should also provide mechanisms

for appropriate access, coriiect, and redress regarding use of PII.
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1 Purpose SpecificationOrganizations should specifically articulate the authority that
permits the collection of PIl and specifically articulate the purpose or purposes for which
the Pll is intended to be used.

1 Data Mnimization: Organizations should only collect PII that is directly relevant and
necessary to accomplish the specified purpose(s) and only retain PIll for as long as is
necessary to fulfill the specified purpose(s).

1 Use Limitation: Organizations should udell solely for the purpose(s) specified in the
notice. Sharing PIl should be for a purpose compatible with the purpose for which the PII
was collected.

1 Data Quality and IntegrityOrganizations should, to the extent practicable, ensure that PII
is accuraterelevant, timely, and complete.

T Security: Organizations should protect PIl (in all media) through appropriate security
safeguards against risks such as loss, unauthorized access or use, destruction,
modification, or unintended or inappropriate disclosure

T Accountability and Auditing:Organizations should be accountable for complying with
these principles, providing training to all employees and contractors who use PIl, and
auditing the actual use of PIlI to demonstrate compliance with these principledl and
applicable privacy protection requirements.

Universal application of FIPPs provides the basis for confidence and trust in online
transactionsTeachers should instill in students and their families an expectation that tools and
services should clearlyommunicate to the user what personal information they collect, and how

they will use it prior to obtaining consent, instead of blindly asking them to check a box.
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When using online tools, rarely are you required to provide anything more thanarae
and email address. If you are using a tool that requires your physical location or address (for
anything other than shipping information) this should raise some concern. It should also be stated
that now more than ever, you should be aware of tigpsare being used and how they are being
used. Some apps allow you to 6tagoTwiterur physi
Facebook, Instagraretc. If the location services option is enabled, this would provide much
more personally identifideé information than if it were disabled or deleted. The option of
location services would not necessarily give your name or description but it would give your
physical location at that given time which is a huge identifyivagk if someone were trying to
locate you. Overtime, such data can show patterns of behaviour that can be used to predict what
people will do or where they will be. This clearly presents risks.

Teachers, parents, guardians and users of Web 2.0 resources need to understand the terms
of use for each platforrwith whichthey have an account. The goal of my projstb imake
parents, guardians and teachers aware of the key privacy points for tools to be used in the
classroom. Each Web 2.0 tool and LMS that are used are created with T&emgicé (ToS) or
End User Licence Agreements (EULA) documents associated with them. The companies who
create these documents usually have a step in theigigrocess where you have to agree to the
terms before you can use their services. Although yseally to find, Terms of Service
documents are not always easy to understéimd iswhere creating documents that idenkby
privacyconsiderations and updiag themevery few months would help clarify key issues and
make them easier to understand. @amnies usually have two different ways of updating their

terms: 1) they directly notify their users via email or notification within the tool or LMS; or 2)
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they can change their terms without notifying their users whith the onusn the user to
constantly check for updates and changes.

Although there are many benefits to using Web 2.0 tools and LMSs in any classroom,
teachers need to be aware that some parents and guardians will not give their consent for their
child to use thesmols. This is when alternate activities need to be in place to give these students
similar learning opportunities. Parents and guardians may withhold consent for a variety of
reasons and are not required to make those reasons known. Teachers may &bsadveset
parents and guardians to withhold consent if they know that there are concerns with the student.
Students who are in the middle of a custody battle, students who are in the care of someone other
than a family member at the decision of the cougovernment, and those students who have
been a victim of some type of aggression are just a few examples where extra caution may be
needed or withholding consent may be advised.

One final piece that students, parents and guardians need to be awamnwdtising thia
boyd (2014) statesverywelli . . . even messages that were craft
not necessarily posted with the thought that
12). Often students posting content online lvelithey are beyond the searchlight only to find
out | ater that they arenot. People say and do
watching. Everyone needs to be aware that =eve
more public vay than originally planned. This can be demonstrated with someone posting a
picture to Facebook or writing a status post without having high privacy settings. The lack of
high privacy settings allow their friends teskare the photo or post so that iastef the
original post being seen by the personds 100

exponentially by friends and friends of friends.
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Educators need to communicate with our students that once you post something online
t her e akelsa mlo6 6ty our asibeen madd (Hehgstiern 201aytn2014)h
Digital footprints are described by Richardso
we do, and by association, what werivdcynowo ( p.
settings is how we can enable them and give them the tools to help themselves stay protected.
How students view privacy settings and sharing personal, identifiable information will change
with age. While a 6 year aldlod, abraearoldaevtitingeo st her
academic blog may want her name associated with the work to help create a positive digital
footprint that can be shared with prospective employers and university admissions. Each group
of students that are taught in theinalworld will have different needs and challenges. As
teachers, we are not going to use the same tools with a grade one class as we would use with a
grade twelve class because the maturity levels and comprehension / rational thinking skills are
very different between the two groups. With grade one the tools used may be reading logs and
activities websites and tools while in grade twelve wikis, blogsTavitter might have a bigger
role in the student learning.

When we choose different tools and resoutoasse with certain age groups and
classrooms, we also have to modify our expectations and guidelines accordingly. Hengstler
(2013) does a good job of summarizing and showcasing the different student scaffolding levels
in her Scaffolding Participation arf@tudent Scaffolding models (see Appendix C). To
summarize her models, students start out as users who haappgeriate activities through a
parent, guardian or teacher on a class account and move toward participation on their own within
a contained sehg where all the participants are known and then finally they have enough digital

awareness to have full participation, including participation in open systems where school or
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district permissions as well as parental/guardian permission are also gngheAway
Hengstler (2014 c) states this is that students will move through three phases. These phases are:

1. Digital by proxy- students work will be posted through their parent or teacher using
parent or teacher accounts;

2. Digitally coached when aparentguardiandecides that risks of a certain tool can be
managed by their child and the digital foo
later in life;

3. Digitally independent when a parent decides that their child has the knowledge and
maturity to staysafe in online environments and choose for themselves what is posted

using their own account.

Professional Standards

In British Columbia, there are two general bodies that guide professional standards for
teachers both in public and independent schoots,e Br i ti sh Col umbi a Teact
(BCTF) and the Teacher Regulation Brag€tRB) of the British Columbia Ministry of
Education. The BCTF has set out a membersd gu
license. This guide helps teachers towmnehat is expected of them and also what they can
expect from BCTF in terms of support. This document lacks specific information regarding the
use of online tools. At the time during which the guide was written, there was an extensive
labour strile inthe public schodd. It is possible this section of the guide may have been
overlooked. Even so, there are some pieces from the guide that would support and lead teachers
to professional conduct when using online tools. The following responsibilities canrgediou

page 132 ofthtle mber s 6 Gui d214x o t he BCTF
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1 The teacher respects the confidential nature of information concerning students and may
give it only to authorized persons or agencies directly concerned with their welfare. The
teacher follows legakequirements in reporting child protection issues.

T [ The teacher is] mindful of the studentads
opportunity and successful l earning experi
personal circumstances.

1 In relationto parents or guardians, the [teacherpperates with the home whenever
possible.

1 The [teacher] takes appropriate steps to protect the rights of the student.

The underlying theme of all of the statements from the BCTF guide all point in one diiection

the teacher has a responsibility to keep his or her students safe. With respect to LMSs and Web

2.0 tools, this is done by giving parents and guardians all the information that is needed to make

an informed consent choice. This presupposes that the teacherunicates the reasonably

expected possibilities, drawbacks, and privacy concerns associated with the LMS or Web 2.0
tool she/he would |Iike to use. I n other words
professional autonomy in determining thethods of instruction and the planning and
presentation of course materialo (BCTF 2014,
safely and properly.

Educators in British Columbia also are governed by the Teacher Regulation Branch
(TRB)whosetsstndar ds for teachers to follow. In 201
school teacher conduct & competence standards
competence standards. When looking at the two documents, there are no signifiaamiceitfe

but there are some points that need to be followed by teachers working in all classroom settings
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and especially online classrooms. A brief overview of the eight standards from the TRB (2013)
are:
1. Educators value and care for all students and d@beinbest interest.
2. Educators are role models who act ethically and honestly.
3. Educators understand and apply knowledge of student growth and development.
4. Educators value the involvement and support of parents, guardians, families and
communities in schosl
5. Educators implement effective practices in areas of classroom management, planning,
instruction, assessment, evaluation and reporting.
6. Educators have broad knowledge bases and understand the subject areas they teach.
7. Educators engage in cardenglearning.
8. Educators contribute to the profession.

As stated previously, all of these standards apply for all teachers, no matter the school
setting but some need to be highlighted for the purpose of online learning environments. For
example, where teachease required to care for all students and act in their best interest, they
need to understand tha@nge ofcapabilities of online resources. It is through such understanding
that teachers are then able to make informed choices whether the benefitoolf dnéveigh
the risks. Teachers are also expected to act as role models for students. If teachers practice good
digital citizenship in their online classrooms and teach students about what being a good (and
safe) digital citizen looks like, teachers #ren doing their due diligence in keeping students
safe. One last standard that | believe to be very important specifically in online learning is the
standard where educators are expected to implement effective practices in areas of classroom

management,lanning, instruction, assessment, evaluation and reporting. When teachers use the

32
Quist



A Tool to Support Web 2.0 & LM$itegration with Respect to Privacy

online resources available to enrich student learning, they are opening up new ways for students
to view different media (text, video, audio), present their learning andstadding (moving
away from solely relying on worksheets and tests) and allow them to engage with each new

concept that is introduced.

Conclusion

Informed consent is one of the top priorities for teachers wishing toMiSe andweb
2.0 tools based aservers outside of Canada and specifically in the United States. The ability to
remain fully within Canadian borders with online content would be challenging for someone
wishing to have a fully online classroom with complete functionalityorder to olin
informed consent, a teacher has a number of steps to complete. She must first understand all the
terms of service and privacy policy of the tool or LMS. Once the teacher understands the terms
of using the tool or LMS she has selected for educatiomeglsii® must decide whether the
benefits outweigh the risks and decide to what extent the resource will be used. Once the
learning objectives are clear, the teacher relays the policies and intended use information to the
families in a way that is easy fdram to understand. The teacher should also have the full
policies available for parents/guardians and students to read if they wish. Parents/guardians will
be able to give informed consent once the student and legal guardian understand the terms of
service the reason why the tool will be used, as well as the potential risks and how they will be
managed.

As Ferrier (2011) puts it so well, fAlnstea
can learn about them online, let's teach them how digitgbimés can quickly connect them to

the individuals, ideas, and opportunities tha
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Chapter 3

Choosing Initial Tools and LMSs to Focus on
| currently work as a distributed learning teacher in British Columbianw started

this project | collected the enrollment numbers for each of the Web 2.0 Tools that have students
using them. When | was compiling the tools and resources for this project, | focused on ones that
would have the most benefit toyself and my cileagues who also work at my school. To
collect potential tools for evaluation and inclusion in the Electronic Performance Support System
(EPSS), | had my colleagues email me a list of online resources that they currently use with their
students. From thdist, | cho® the ones that were mentionadst often.From this list, |
decided to select both public and restricted access tools and resources (for more information on
theseclassifications, see AppendiX) D

| chose both public and restricted acaesources because | believe that authentic
learning happens when we interact not only with the information provided to us, but also when
we are able to explore that information and share it with others. When referring to public tools,
these would be toolsuch as Twitter and blogs where s@vst content that is then visible to
anyone who knows their username or has access to their website. Restricted access resources are
LMSs such as Canvas where the user needs to be invited in to a certain areibets
postedeither solely for the user, and/or for people to whom the uges gccess

There were two main selection criteria for the public tools (such as Twitter and Pinterest):
1) it was a tool that <can be lleaguesdverawilindto our sc
share relevant selected resources for these tools that would help decrease project site

development time. In effect, these shared resources would be the first collaborative pieces
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contributed to the EPSS. The initial phase of tR&E& contained documents for Canvas,
Edmodo, Kidblog, Mathseeds, Office 365, Pinterest, Reading Eggs, Reading Eggspress,
Twiducate and Twittef(Refer to AppendiceB and Ffor examples of documentation found in

the Privacy CompasThis selection of Web.Q tools and LMSs has something for every grade
level and most of thee toolscan be used for more than one subject. The diversity of resources
chosen allowed others to have accesgsourceshat would help them, even though the EPSS is
still in its emeging stages.

Although Office 365 is not a Web 2.0 tool that is shared with others, it was chosen
because the content that is typed and uploaded or saved by the student remains in the cloud (as it
is a cloud version of Microsoft Office) and therefore, sofiool felt that informed consent was
necessary for anyone using this todiwitter and Pinterest were chosen as they were resources
that had already been partially created prior to this project. They are also important as the EPSS
should not shy away fromcluding open tools sixcas these. Open tools are soary thing,
they just need to be understood and students need to be taught the proper cyber safety when
using them.Edmodo, Kidblog and Twiducate were added as their documentation had already
beenpartially developed by mgicademicolleagues and they gave me permission to modify
them for use in the EPSS.

Once these documents were created, it was evident that theadae&sof resource®r
Web 2.0 tools to use with primary students. Currently, most web based tools and LMSs are
geared toward the 13 years and up population. As many teachers at my school use Reading Eggs
with their students, this directed my efforts in creating the relBR&IS documents for this Web
2.0 tool. While compiling the information from the Reading Eggs website, | noticed that the two

other sister sites, Reading Eggspress and Mathseeds, had the same privacy policies and terms of
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service. | was able to leveragestisimilarity to quickly create documentation for Reading
Eggspress and Mathseeds. This expanded the tool choices and subject materials for primary
teachers.

As an initial step toward developing the EPSS, | collected related documents in my
schod 6s dat abase f or Asthdt@atabaseasa pdssvord prateotedsystene s s .
for employees only, | also needed to house the content in a second |ématmmre public
accessWeebly (www.weebly.com waschoseras the secondary location to be accessed by
others external to my school. Weebly is a free to use website (with paid upgrades available) that
allows anyone to create an account and start building a web presence, wb&igean online
store, ora new website. Weebly was chosen because it allows for many people to simultaneously
view content and also allows for commenting on the provided content. The EPSS is envisioned
to enable user comments. Such commentsswpportfuture users looking for picy alignments
within particular schools or districts. An ex
checked with my school and | know that this resource evaluation complies with school district
XX0 or AThis tool n diffaentwaydo bbwesedinsSB HY. Yoowila s 1 i gh
need modify it for...o0 In the Weebly |l ocation
contributors. | shared the review mechanism | created to assess tools and services, and directed
potential collaboators to send any documents they create to me for review, uploading and

sharing with others.

Privacy Documentation and Application
The privacy documents that | have created to use within this EPSS are the main body of

my work. These are what teachers can use with their students and how teachers will ensure that
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parents and guardians have enough knowledge about the Web 2.0 tool tw hidke an
informed decision about giving or withholding consent. Some of the documents that are currently
in the EPSS have been created by coll eagues a
consent.
The purpose of these documents is to havexamplar for teachers. Teachers can
modify the documents in a way that works for them and their students. It teckpleat these
documents wilchange over time. By providing an initial benchmark, this EPSS can allow
teachers to become more awarehef privacy risks and take proactive, preventative steps to
avoid them. As Hengstler (2011) would say, the EPSS will support teaclygisagifrom
ostriches to eagléas get their heads out of the sand, to stop ignoring the technology hoping it
will go away, to move toward preparing ourselves for using it and to take it as far as possible
with as much information as possible.
The data in the documents was tagged with naggaith hopes of framing it in a
searchable database architecture. These tags woukkldo generate comparison charts based
on a userds selected criteria. This generated
that have been previously vettetlhis means if a teacher is looking for a tool that may work for
agrade 3 social stugb class, shean search byamMgrismaciyalgradedioes
would then generate achartwahl | t he tools that have been sug
subject and age group. | have also structured the metadata to tag the locationgpcounicy)
and school (public or independent) of the person who vetted the tool and/or created the
documents. This was done in hopes that this t

to use a specific tool in a specific context.

37
Quist



A Tool to Support Web 2.0 & LM$itegration with Respect to Privacy

The intendedvay for a user to work through the EPSS is to have the teacher first read
through the Teacher Documents. The Teacher Documents provide necessary privacy information
relevant to a specific tool. These dgspecificnent s
tool. The EPSS is also structured to allow parents/guardians to look through the contents and
read the parent/guardian information for themselves. Parents/guardians may be curious about a
particular tool or may desire information when they belt&ecteacher may not have given
sufficient information before obtaining consent. Lesson ideas are provided to support teachers
who would like to start implementing Web 2.0 Tools with their students but are not sure how to
start or what subjects to use iithv These lesson ideas present a very small sample of the
immense learning possibilities with a given tool.

Once teachers understand what the associated risks are with a selected tool and what they
specifically intend to use the tool for, teachers shthad look at the Parent Documents to make
sure that all information is relevant to their situation. With appropriate administrative review or
approval, the Parent Documents can be adapted
context. The goal of commuwgation with the parents/guardian is to have them understahait
the tool is; the educational rationale for using the tool; the specific ways the tool will be used; the
reasonably foreseeable privacy risks, and how they will be managed, and the pdiesidéve
activities should consent be withhelché consent form can be modified to include a selection of
information from the Teacher Documents as well. The consent form is sent to the parents and
guardians to sign and return to the teacher. (Seed-®j\Workflow design for The Privacy

Compass.)
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Compass

Teachers Parents/ Guardians

Make sure that the Is given a
Understand Consent Forms are Background/Privacy
Privacy |j°°k af accurately aligned Information sheet
Information in different with their school’s about the Web 2.0 tool
order to Lesso.n Ideas policies and the or LMS to learn the
reasonably to decide hoyv suggested lesson relevant information
ensure / why they will ideas. Give these (reason for use,
everyone is use the W'eb to the description of tool,
going to be 2'9 tool with parents/guardians foreseeable privacy
safe their students to make an risks and how to
informed consent manage) and learn
choice more about the
Created by: Breanne Quist resource before giving
or withholding consent

Figure 2 Workflow design for The Privacy Compass. This chart shows the intended use of the Privacy

Compass.

The Privacy Compass

Choosing the title for my tool was one of the last things thatdeas with this project.
The title of the project went through many different versions before the final one. A name would
be chosen and used but after further modification of the resources, | would find that the name no
longer suited the reality of whatitas. Most names seemed to be very specific to a certain area
(British Columbia or Canada) and my main goal was to make this a tool that could be utilized by

any teacher anywhere; this is when the final title was cre@tedPrivacy Compass for Web 2.0

Tools: Helping Teachers Navigate Challenging Tetrbghose to use the wording Web 2.0
Tools as this is a term that is becoming more well known and it leaves the door open for the
Privacy Compass to address a wide range of tools.
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Once | had decided on tlBommpass title, creating tli@ompass was the next step. The
compassmagegives users a visual when using the EB8&usa compasss inherently
understood tguide people. When you look at a compass, the first thing most people look for is
N or north. Fo this reason, | made sure that the teacher was placed at the north end of the
compass. This is significant as the teachers using the compass need to have a firm understanding
of their specific tool selection before they can propose it to their studehteeaparents and
guardians of their students. The teacher is the one ultimately deciding if they will use a Web 2.0
tool with their students and after that it is the individual choice of a parent or guardian as to
whether they will give their child perng®n. For this reason, the parent or guardian is located on
the south side of the compass. Placing consent forms and lesson ideas on the compass were the
last orientations of the CompassWestern culture, reading moves left to rights orientation
which determined the west side of the compass would be seen first. In my estinh@nonsent
forms are more important than the lesson ideas. This guided nsyodeta place the Consent

Forms on the west side of the compass, leaving the east for Lelesen |

Teacher
Documents

Consent

Forns

Lesson

Ideas

Panent, /
Guardian
Documents

Figure 3 Compass icon. This icon was creating to give teachers direction while using The Privacy

Compass.
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The website is divided into 5 sections, some with sub sections.

THE PRIVACY COMPASS FOR WEB 2.0 TOOLS:
HELPING TEACHERS NAVIGATE CHALLENGING TERRAIN

Figure 4 The Privacy Compas®mepage screen shot. This screen shows the different headings on

the website as well as the mountain graphic which is embedded on the top of each page

The rome page has information aboutelPrivacy Compass and how to use it. The Compass
itself includes the alphabetical list the tods reviewed so fathe comparison chargée

Appendix G) for all the tools currently in the database, and a submission form for anyone who
would like to add to the database. | decided to use icons to go along with all of the documents to
give a clear visal for the user to identify instead of solely scrolling through-b&ged document
names(These icons canebfound in Appendix H The website has a section called Additional
Resources with a glossary of terms; eSafety resourcs;thrrelevant legislationsitesand
publications such as PIPA (SBC 20@363), FIPPA (SBC 1996C-165), Federation of
Independent School Associations, British Colun{BiksA BC) andthe Office of the Information
and Privacy Commissioner for British @ohbia OIPCBC); and finally, further reading and
resources to help teachémsegratethe Web 2.0 tools into their practicEhe last two navigation

sections are a biography with information about me and my nimsterk, alongvith a contact
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page to make it simple for anyone to get in touch with(ffe see the full layout of the drop
down navigation man refer to Appendix)l

The website was created to be as user friendly as possible in order to encourage users to
refer backo it whenever they are considering a new Web 2.0 Tool or LMS to use with their
students.This Compass was designed to help many teachers rathgatigh the world of Web
2.0 pols without feeling overwhelmed about having to search for all of the relanfarmation
themselves.

Some school districts or independent schools will choose to allovgaltow certain
Web 2.0 pols fa the entire teacher population. This practice is more commonly referred to as
owhitelisting6 or idneitkecekninatestthe nsg dtogetiiehor ggeatlyr ac t i
increase it. If a district has decided that a tool svedble for all their teacherthey usually
include a very simple consent form without much information going to the parent or guardian
about thepotential risks. When this is the case, there is a greater chance for the teacher to
encounter problems with improper use if they do not understand all pieces involved. Even if
eSafety courses have been taken by the students, if a district has bamteid &gooéfor all
teachers without weighing the risks and benefits, learning opportunities can be missed. Such
blanket decisions are usually made due to fear of privacy risks. This Compass was designed so
the documents could be modified to fit with cemtachool or district policies. The central idea
behind the creation of the Compass was to support the teactiesshoolsvho are moving

forward in LMS and Web 2.0 use.

Levels of Risk
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The permissions needed for the Web 2.0 Tools and LMSs will not be the same for every
school or district. The permissions needed depend on specific activities that will be completed
using the Web 2.0 Tools. When a teacher gains consent from a parentioargusre will have
to clearly articulate the reasoning for using the tool and how it will be used. For example, a
teacher may want to use Twitter to fAtweeto ab
to have student s 0 thevetleete & a shared password. Arother @achen u n t
has students create their own accounts from which to tweet. The first situation would keep the
students safer but at the same time, the students could login to the account at any time (at home
without the tacher supervision) and tweet things that may be inappropriate. As there could be up
to thirty people sharing the account, it could be challenging to figure out who originally sent the
inappropriate tweet. In the second example, the students are respfaondifdér own tweets but
is their Twitter streams are pubbBoyone campotentially them and send them private messages
(al t hough ucanebe reported and lidouked) the second examplnere is this
potential for contact with external peoplbich can cause concern.

Teachers, parents and guardians also need to be aware that certain Wels 2rd
LMSs have different levels of risk exposure. In chapter one, théngHaircles graphic
(Appendix D was used to explain that ansimple grapie form. In the Sharing circles
framework,Web 2.0tools are classified accordingttree levels of content sharing:

T Invite only access: What is posted is only viewed by the student who posted it and those
who are specifically given access in consultatigth the teacher. The consultation with

the teacher is critical. Although the student owns all the rights to the work, it should only

be shared in situations where it is deemed appropriate and necessary by the teacher. An

43
Quist



A Tool to Support Web 2.0 & LM$itegration with Respect to Privacy

exanple of an Inviteonly tool reviewed inthe EPSS would be Office 365 where students
only see their own information but have the ability to share with others if needed.
1 Restricted Access: What is posted by the student is accessible to others within a defined
restricted user group whase specifically given accesshis is usually when a teacher
sets up a class account and then all students who have gained parental or guardian
consent are given access. Exdes of this type of resource reviewedhe EPSS would
be Canvas or Kidblog. Indbh tools, a teacher has to create a private classroom area and
then invite students to join by sending an email or giving an access code.
1 Public Access: What is posted is visible to the entire online world. There is no control
over who sees what tlstudent posted and what othersagndo with it. Examples of this
type of tool reviewed in the EPS®uld be Twitter or Pinterest where students post their
own work, or something that interests them and everyone else is able to view it.
| have encountered someatlenges in applying my Sharing Circles classification system to Web
2.0 tools. The best example of this challenge is the classification the Web 2.0 tool Pinterest. For
the most part, anything you pin on Pinterest is visible to the entire Pinterest caynfandialso
in Google searches) but i ftheaibhbedomed anvinvite anfyl cr e a
resource because only the user (and those they share it with) can see what is posted on the secret
board. Pinterest ceamltyhe raenfdo rie® ukbd ilkcodt. h Ffulr it vhietr
classification system will be necessary.
Within The Privacy Compassalso made sure to include the eSafety Incident Response
chart (a@dpted by J. HengstleP013from Kent County Council). This chart showsatlsteps
need to be taken in tliase of inappropriate activity within a Web 2.0 tool, LMS, or on the

internet in general. There is a black and white copy of this chart for easier printing on any
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machine, or @olourcopy. This chart was originally adapted by J. Hengstler (28p8tifically

for the British Columbian (Canada) contéxdm work done by Kent County Coundil.is

currently in use in schools such as the Cultus Lake Community School, Chilliwaotil Sch

District (33), British Columbia (Hengstler, Kriv&acks, & Kroeker, 2014).have modified this
chart slightly and included two file format versions on the EPSS site. There is a PDF version so
that others can print it out quickly ahdndwrite in all relevant phone numbers and contact
information. There is also a Word document format so that the information can be neatly typed
into the chart in beforprinting. This eSafety Incident Report chart quickly allows the user to

see what steps need to blketa to provide the most support and safety for everyone involved

when a potential risk has been encounteffeor a graphic of this chantefer to Appendix)J

Chapter 4

Field & Beta Testing of the EPSS Site

Though the EPSS siitsearlysamgeenWeably (withlvarying 6 s i nce
titles in the heading) did not publicly announce its existence until mid October 2014. Several
people accessed it before | publicly announced it and have used the information they have gained
from the documentd.had some users email me once they had looked at the tool. All users who
contacted me with suggestions commented on the ease of use of the website and the ability to

easily move through all the differemavigationtabs.While users foundie comparisonkart
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easy to followthey expressed a desire to be dblenly view the toolshey are specifically
interested inyersusall of them at oncd.have taken this into consideration ahgtfunctionality
should be incorporated into future versions.

My early website statistics showed very few visits between mid September (when |
established the Weebly presence) and early October 2014. (See Figure 5: Unique visitors to my

site).

Statistics for breannequist.weebly.com FPageAewal] Unique Visiors

0"‘.—_.—4\‘/\_-'0‘

Sep 23 Sep 26 Sep 29 Oct2 Octs Octé Oct 11 Oct 14 Oct 17 Oct 20

Figure 5 Uniquevisitors tomy site. This graph shows the unique visitorgrtp site one month prior to
my public launch and the first four days after the public launch.

Six haursafter the public launch, my website statistics showed over 250 unique IP
addresses had accessed the EPSS site. This number grew to 341 people seaéiarHaursh.
| owe credit to certain individuals who tweeted or retweeted about my project and have many
followers such as @jhengstler, @rlabonte, @glenhansman, and @B fact that these
individuals took action to share the EPSS as a resource théhsppoints to the importance of
the work.l have to admit that | am completely humbled by the amount of support | have already
received and this only encourages and inspires me to continue my work. | hope to make it an
internationally recognized resoerd-our days after launch, the website has reached 780 unique

visitors. Figureb: UniqueVisitors toMy Site shows the span of visits froame month prior to
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the public launch t¢he first four days aftehe publiclaunch The figurereveals the interest

evidenced in the EPSS from September 20, 2014 (0) to a mid October high of almost 400 unique
visitors. As of October 22, 2014 the EPSS surpassed 1000 unique visitors. | revealed this site to
my administrationWhen | shared this information with thetheyrealized the significance of it;
consequently, our staff training with The Privacy Compass has been scheduled for immediate

implementation from a previously scheduled day in May 2015.

Choosing a Database

After | had chosen the tools and LMSs thatanted to focus on foFhe Privacy
Compass, | startddoking at databases frameworks that would be feasible for me to learn by
myself and use as a starting point. My initial work was to identify a database architecture | could
manage as a proof of conceptise of setip was a big part of my selection criteria. | sent out a
tweet, via Twitter, to ask as many people as possible for database recommendations. Many
different people recommended MySQlthiough there were a few other databases recommeded
aswel). My SQL was attractive because they had a
if I chose to grow this database in the fute.many people had suggested MyS@QIme |
believed that | would be able to effectively establish and deploy a da@ba$gSQL for the
EPSS. After many frustrating hours, | determined that MySQL would not work for me. | also
toyed with the idea of using ZenCart as | had previous experience with it, however it has more of
an ecommerce orientation so that was aeiable choice for the project either

| resorted to searching the internet to see what Google would suggmstd the
company Caspio and decided to experiment with the product CasggeBAnN attractive

feature washe large number of tutorial videos avaikafor seltsupport. Although | could not
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set metadata tags as easily as | could with ZenCart, | was still able to input all my required

metadata and make it searchable in the way | wanted people to be able to search through the
database. The featureskdd most about Caspio Bridge were that it was it was free to use, there

was nothing to install, and | could embed my search form and documents right into my EPSS
website www.breannequist.weebly.coar www.privacycompass.g¢avithout much effort. The

dat abase displayed well embedded in my site;
trialdo had expired. The companntnueusiggther ed my ¢
software so that | could be charged automatically if | went over my free allotment. While | was

able to pilot a database infrastructure for the EPSS site, for now the search function has been
moved to O6in devel ouppertfadr this puojedt sité in dithegtechnical f ur t h e

support, funding, or both.

In Development

Since | was not researching users and there was no collection of user data, ethical reviews
were not necessary. Ethical considerations were used when teagouesed that certain Web
2.0 tools be included in the documents, as they needed the documents to be produced in order to
start using certain resources with their students. It would be useful to have a poll option where
(during a time period that is appragie) a poll is conducted to see where documentation
development efforts could be focused. Such a poll would allow for a majority vote opposed to

randomly selecting Web 2.0 tools for documentation development. If a resource did not have the
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majority vote,the documentation could still be created by someone who is in need of them and
then submitted foreview before being added tdd& Privacy Compass.

In my future work for my school | will be developing documentation for Rosetta Stone
and Weebly. | chose tke two tools becauskeyare currently used by nschoolcolleagues
and documentation is necessary. My school currently uses Rosetta Stone for some second
language courses and although it is not a high risk Web 2.0 tool, the proper documentation is
neededo have informed consent from the parents and guardians of the users. With Weebly, the
documentation development has been started a colleague as she required it for her classroom.
Once the Weebly documentation is completed it will be moderated by mygdetien uploaded
into The Privacy Compas#n future work some form of voting and collaborative submission

will determine the next tools added to The Privacy Compass.

Future Considerations
I n order to support teachédMSsandWebs2@wolssi bl e
in compliance witlPIPA (SBC 2003 C-63) andFIPPA(RSBC1996 C-165), my hope is that
this project will further develop tmclude a searchable databaseduick and easy acce&s
specific types of tool documentatidn thecurrent iteration, the project provides tool
documentation in the form of 3 files: a teacher document, a parent and guardian document and a
consent form (occasionally there is a fourth file for lesson plans if creatimgnéessth the tool
is possible)If this content were to be put in a database with metadata tags then people who

accessed this database would be able to more specifically target the information they seek,
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thereby enabling them to more readily select and use LMSs and Web 2.0 tools. &atents
guardans would also be able to uskelPrivacy Compass. For example, parents and guardian
who wanted to know the parégwardian information for a particular tool could search the
database for the relevant parent/guardian document. Teachers wheaotdygl to adapt an

exemplar consent form for a specific tool could search the database for one that could be easily
modified for their needs. While the current tool count is at 10, as the project develops it will be
more difficult to search through 50, 10fF more sets of documentation. A search function and
database structure with metadata are necessary.

Once the search function is a possibility,
option would follow soon after. This option would function sanilo one you would find on a
retail website when you are trying to decide between two veysidhe same produciwith
this option, a user would be able to click on the resources he or she is interested in using and then
compare them to each other &esf any are more useful than others for a particular reason.

The Privacy Compass could later expand to include documentation that describes privacy
or other issues encountered when using a specific a tool. As each website and tool change their
terms of grvice and privacy policies at unknown intervals, a revision schedule would be hard to
maintain. A 6 month cycle for review of tool privacy policies and terms of service would be
necessary to determine if the existing documentation in the database \veggpktiable and/or
whether it required edits. As the number of tools in The Privacy Compass grows, it may be
impossible for any single person to keep up with changes in terms, privacy risks, etc. More
resources and support would be required. Ultimatelyould be up to the teacher usinger

Privacy Compass documents to make sure that the ones they are using have a compilation date

50
Quist



A Tool to Support Web 2.0 & LM$itegration with Respect to Privacy

that matches the most recent terms of service date for the tool. If these dates do not match, a

comments function and modegdtcontent could help to update the EPSS documentation.

On the website for the Privacy Compass there is a database submission tab. There, users

will find the document submission template useévaluate a LMSs or Web 2 @dl.

Completed templates coulden be submitted to me. When | receive submissions | will moderate

the content to make sure that it is acceptable, accurate and applicable. | will then be able to add it

to the EPSS and gnoit faster than if | were toreate all the documents by myséifter talking

with others who have started to udeeTPrivacy Compass, | found that the template was

necessary to keep all documentation similar and easy to understand. With this in mind, the parent

documents have the same headings throughout so thatspanelnguardians who have seen a

few documents can easily find any information that they are searching for without having to read

the entire thing each time.

Chapter 5

Next Steps

There are several key areas in which | would like to extend this prajektover the

next year:

il

il

Quist

expanding number of tools for which there is available documentation
moving content to a database structure that will be searchable
di sseminating the projectdés website

expanding the regional and natabiscope of The Privacy Compass

and
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One extension activity is to create or solicit more documentation on different LMSs and Web 2.0
tools to be included in The Privacy Compa&ile including every Web 2.0 tool or LMS
created will never be possible (there arany in existence already and new ones are being
created all the time), the goal of The Privacy Compass should be to provide a strong base of
documentation for popular tools for educational use. The addition of submission documentation
will allow for others to contribute documentatiéor tools not currently covered iFhe Privacy
Compass.

| would also like to connect with students in the Online Learning and Teaching Diploma
(OLTD) course, OLTD 506 (Special Topics: Social Media), currently taught byngster in
Vancouver I|Island Universityods Faculty of Educ
develop documentation for social media tools, much along the lines of the tool documentation in
The Privacy Compass. My documentation prototyped fier Privacy Compass were an
outgrowth of the work | began in OLTD 506. When | began this EPSS project and developed
The Privacy Compass, some of my cohort mates shared their OLTD 506 tool documentation
with me. | was able to readily adapt their documéonaior use in The Privacy Compass. If
Hengstlerds course continues to require creat
BC classrooms, a collaboration with The Priva
OLTD 506 students to share asltbwcase their work while benefitting other teachers and
expanding available documentation in The Privacy Compass.

Anotherstep in the evolution of this project is to transition the information into a
database infrastructure and make it searchable. \Mvées able to do a proof of concept, it is
clear that the project requires someone with technical expertise in databases for this to occur. |

would need to solitithe inkind human resource contributigrs funding from a partner group
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to make the dataka transition. | will be looking for partners to contribute to this project or to
provide funding to find the right people do what is needed. Funding fohd Privacy Compass
or in-kind support would be needé¢o quickly scale this projetd a larger dabase, as | cannot
currently commit the necessérge to this development aspect of the project.

A further step for this project is to find partners who are willing and able to disseminate
this work to a larger audience and Bas many teachers awafatand using it as possible.
There has already been interest from the Canadian eLearning Network to introduce it across
Canada; hopefully this will increase the number of Canadian teachers in BC and beyond who are
aware of The Privacy Compass and ardimglto use it. | am also going to conferences across
BC and Ontario to raise awareness about The
responsible use of LMSs and Web 2.0 tools while navigating privacy concerns..

In the coming months, | will bedaling a risk assessment to each Web 2.0 Tool or LMS in
The Privacy Compass., | have already created a 5 level privacy risk framework. Figure 6 shows

the current prototype for the risk levels framework (See Figukels of Risk Exposuje
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created it and those who are
specifically given access in-
consultation with the teacher -

Created by: Breanne Quist

Figure 6 Levels of isk exposure.

While the framework will need further refinement, the idea is that a privacy risk assessment
would be conducted and a tool in The Privacy Compass would be tagged with relevant metadata

regarding its risk level classification alwking to a desaption of the classification.
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Recommendations

If partners such as the Canadian eLearning Network, the British Columbia Ministry of
Education, or British Columbia Teacherso6 Fede
for further development of The Privacy Compass. | would like to do additworkto
investigde how, if at allteader willingness to use Web 2 @ails and LMSs could be affected
by exposure to and use of The Privacy Compass. Teachers could be assesseddatippse
use ofThe Privacy Compass for placement along J. Heng€2011 d~IPPA Compliance

Continuum (See Figure 7The FIPPA Compliance Continugm

0]
3]
-
9
o
=
o
O
T
L

Avoidance
Ignorance
Approaching

FIPPA & BC Educators’ Use of Social Media & Cloud Computing

The Compliance Continuum:
FIPPA & BC Public Educators’ Use
of Social Media & the Cloud

April 24
2014

Figure 7 The FIPPA Compliance Continuum. (J. Hengstler, 2014: Graphic used with permission of the

author).
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Such a study could also be done on a small scale during conferences and seminars where
information and use of The Privacy Compass were shAtezhdees could volunteer as
participants, state where they are currently on the FIPPA Compliance Continuumtigtengs
2014) before attending the seminar and then state where they think they are once they have
completed the session. This data could then be examined to determine if there was a perceived
change after exposure to The Privacy Compass.

While conferencesral seminars will be a way to inform the public about this tool, it will
only be heard by those in attendantigose who deem it of high enough importance to attend.
To be able to reach a bigger audientejauld be useful to have tigritish Columbia Tea h e r s 0
Federation and British Columbia public school districts recommending use of The Privacy
Compass. If districts and teaching groups are able to share this resource with their members, this
could signal that privacy considerations while using LMSs\&et 2.0 tools with students is
important and that The Privacy Compass is a useful resource to support this-aeikg the
Privacy Compass included as a recommended teacher resource could be of pasatuiar
teachers whaurrentlyavoid usingonliné ool s wi t h students because
risks. Through reading and using the documents provided by The Privacy Compasssitzose
could then become knowand minimizel with methods providetb reasonably manage those
risks

My immediate extensionevk with The Privacy Compass to start presenting on it at
professional development days in my school as well as others around British Columbia. | will
also apply to present on this work at conferences. Social media is another great way to quickly
dissenmnate information about The Privacy Compass to a vast audi@yckeveraging some of

my I6lf ower s & on MTwilibe ableto expohentially expamd/ney audience over the
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course of a few days. For example, within the first week of my pulidiase of The Privacy
Compass, my more influential followerstgeeted the link allowing me to reach approximately

10 000 people through their networks of followers.

Conclusion

The idea for this tool began in my pagtduatevork in the first cohort othe Online
Teaching and Learning (OLTD) program at Vanco
Specifically, | created the prototype documentation as an assignment in J. H&Q4tTED
506: Special TopiecSocial Media course. At that time, myhmt-mates created similar
documents for other social media tools. After the course, J. Hengstler suggested via social media
that it would be useful to have a central location to share this type of work with other teachers in
British Columbia. To our combhed knowledgeno one took up that challengene Privacy
Compass was inspired by this call to action.

Firstly, this tool met a very real and very important need for my own school to provide
documentation for the LMSs and Web 2.0 tools that my colleaajue$ use with our
students.The relevance and need for this tool at my own school is clear: our introduction of The
Privacy Compass had been scheduled for a May session, but when my work was shared with an
administrator, the schodlased training on Therivacy Compass has been moved up
significantly. That others are interested in this work is evident as well. Before the official public
launch, | began to receive emails about the content in the walvgiten six hours of the official
launch more than Zbunique IP addresses accessed the project website. Within a week of public
release, The Privacy Compass received well over one thousand visits from unique IP addresses.

Numbers continue to increase.
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When | first started this project, | did so withur guiding questions in mind first
looked at what student privacy issues, if any, teachers in BC independent schools must manage
when using online learning environments and Web 2.0 tools. The necessary information formed
the basis for the teacher informatidocuments in The Privacy Compalesirn the tool, know
the risks. Once teachers can clearly articulate the risks, they are able to move on to review and
adapt the parent documents. Teacherscoammunicate to parents/guardians why the tool is
being usedhow it should still be used, the reasonably foreseeable risks and how the risks will be
managed. The teachers are also prepared to offer alternative activities for the students whose
parents/guardians choose to withhold consent.

Secondly, | looked at what type of electronic performance support system (EPSS) might
be built to help teachers in a British Columbian independent school use learning management
systems and Web 2.0 tools in accordance withPtiogection of Information ahPrivacy Act
(PIPA,SBC 2003 C-63). | believe that fie Privacy Compass addresses concerns that would be
found when examining LMSs and Web 2.0 tools through a REB 2003 C-63) lens While
initially I intended to address PIPA (SBC 20@363) and FIFPA (RSBC 1996C-165 concerns
with The Privacy Compass, | believe the curaggign of The Privacy Compassuld also
allow for other countries to adapt the work to their own legislative and policy requirements. This
is supported by the provision of tdhecumentation as editable Word documents as well as the
easy to print PDF versionkleally, the eSafety incident response form (adapted by J. Hengstler
2013,from work done by Kent County Council, UK) provided in The Privacy Compass is meant

to be usedlang with the tool documentation to provide a protocol to follow in case student or
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teacher safety has been compromised. It will give a uniform way for the school, teacher, student
and parent/guardian to deal with particular situations that can aresewsimg LMSs or Web 2.0

tools.

Ultimately, although a lot of the literature reviewed and legislation referred tcsin thi
paper concerns Canadian and spedlfycBritish Columbia legislatioPIPA SBC 2003C-63;
FIPPA RSBC 1996C-165), the EPS®0l developed for this projecould be utilized in many
other places. The Privacy Compass is something to be used, added to, modified and shared
globally to support increased teacher use anterstanding of LMSs and WelDZools. In the
end, The Privacy Gupass seeks to increase awareness, allay fears, while supporting student

privacy and safety by identifying and managing privacy risks.
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Appendi x

Meaning is...

Technology is...

The classroom is
composed of...

Teaching is done...

Schools are located...

Parents view school
as...

Teachers are...

Industry views
graduates as...

Appendix
Web 1.0, 2.0, 3. 0:
Web 1.0 Web 2.0
Dictated Socially constructed

Confiscated at the
classroom door

Digital refugees

Teacher to student

In abuilding

Daycare

Licensed
professionals

Assembly line
workers

Chosen by the teache
and students to be
integrated where
possible

Digital immigrants

Teacher to student,
student to student &
student to teacher

In a building or online

A place for them to
learn too

Licensed
professionals with an
ability to adapt to new
situations

Inquiry minded
individuals in a
knowledge
community

What 6s t
Web 3.0

Socially constructed
& contextually
reinvented

Everywhere

Digital universe

Teacher to student,
student to student &
student to teacher

Everywhere

A place for them to
learn too

Everybody
everywhere

As coworkers or
entrepreneurs

This chart has been adapted from the one originally created by Dr. John Moravec,

Ph.D: http://www.mnasa.org/cms/lib6/MNQO7001305/Centricity/Domain/44/Moravec%20Spring%20Conference%?2

02013.pdf(UsedunderCreativeCommonsLicence
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Appendix B: External Canvas Apps
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